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func (chain *Blockchain) AddBlocks(blocksComplete []*block_complete.BlockComplete, calledByForging bool, 
exceptSocketUUID advanced_connection_types.UUID) (kernelHash []byte, err error) { 
 
   if err = chain.validateBlocks(blocksComplete); err != nil { 
      return 
   } 
 
   //avoid processing the same function twice 
   chain.mutex.Lock() 
   defer chain.mutex.Unlock() 
 
   chainData := chain.GetChainData() 
 
   if calledByForging && blocksComplete[len(blocksComplete)-1].Height == chainData.Height-1 && 
chainData.ConsecutiveSelfForged > 0 { 
      err = errors.New("Block was already forged by a different thread") 
      return 
   } 
 
   gui.GUI.Info("Including blocks " + strconv.FormatUint(chainData.Height, 10) + " ... " + 
strconv.FormatUint(chainData.Height+uint64(len(blocksComplete)), 10)) 
 
   //chain.RLock() is not required because it is guaranteed that no other thread is writing now in the chain 
   var newChainData = &BlockchainData{ 
      helpers.CloneBytes(chainData.Hash),             //atomic copy 
      helpers.CloneBytes(chainData.PrevHash),         //atomic copy 
      helpers.CloneBytes(chainData.KernelHash),       //atomic copy 
      helpers.CloneBytes(chainData.PrevKernelHash),   //atomic copy 
      chainData.Height,                               //atomic copy 
      chainData.Timestamp,                            //atomic copy 
      new(big.Int).Set(chainData.Target),             //atomic copy 
      new(big.Int).Set(chainData.BigTotalDifficulty), //atomic copy 
      chainData.TransactionsCount,                    //atomic copy 
      chainData.AccountsCount,                        //atomic copy 
      chainData.AssetsCount,                          //atomic copy 
      chainData.Supply, 
      chainData.ConsecutiveSelfForged, //atomic copy 
   } 
 
   allTransactionsChanges := []*blockchain_types.BlockchainTransactionUpdate{} 
 
   insertedBlocks := []*block_complete.BlockComplete{} 
 
   //remove blocks which are different 



   removedTxHashes := make(map[string][]byte) 
   insertedTxs := make(map[string]*transaction.Transaction) 
 
   var removedTxsList [][]byte                    //ordered list 
   var insertedTxsList []*transaction.Transaction //ordered list 
 
   removedBlocksHeights := []uint64{} 
   removedBlocksTransactionsCount := uint64(0) 
 
   var dataStorage *data_storage.DataStorage 
 
   err = func() (err error) { 
 
      chain.mempool.SuspendProcessingCn <- struct{}{} 
 
      err = store.StoreBlockchain.DB.Update(func(writer store_db_interface.StoreDBTransactionInterface) (err error) 
{ 
 
         defer func() { 
            if errReturned := recover(); errReturned != nil { 
               err = errReturned.(error) 
            } 
         }() 
 
         savedBlock := false 
 
         dataStorage = data_storage.NewDataStorage(writer) 
 
         //let's filter existing blocks 
         for i := len(blocksComplete) - 1; i >= 0; i-- { 
 
            blkComplete := blocksComplete[i] 
 
            if blkComplete.Block.Height < newChainData.Height { 
               var hash []byte 
               if hash, err = chain.LoadBlockHash(writer, blkComplete.Block.Height); err != nil { 
                  return 
               } 
               if bytes.Equal(hash, blkComplete.Block.Bloom.Hash) { 
                  blocksComplete = blocksComplete[i+1:] 
                  break 
               } 
            } 
 
         } 
 
         if len(blocksComplete) == 0 { 
            return errors.New("blocks are identical now") 
         } 
 
         firstBlockComplete := blocksComplete[0] 
         if firstBlockComplete.Block.Height < newChainData.Height { 



 
            index := newChainData.Height - 1 
            for { 
 
               removedBlocksHeights = append(removedBlocksHeights, 0) 
               copy(removedBlocksHeights[1:], removedBlocksHeights) 
               removedBlocksHeights[0] = index 
 
               if allTransactionsChanges, err = chain.removeBlockComplete(writer, index, removedTxHashes, 
allTransactionsChanges, dataStorage); err != nil { 
                  return 
               } 
 
               if index > firstBlockComplete.Block.Height { 
                  index -= 1 
               } else { 
                  break 
               } 
            } 
 
            if firstBlockComplete.Block.Height == 0 { 
               gui.GUI.Info("chain.createGenesisBlockchainData called") 
               newChainData = chain.createGenesisBlockchainData() 
               removedBlocksTransactionsCount = 0 
            } else { 
               removedBlocksTransactionsCount = newChainData.TransactionsCount 
               newChainData = &BlockchainData{} 
               if err = newChainData.loadBlockchainInfo(writer, firstBlockComplete.Block.Height); err != nil { 
                  return 
               } 
            } 
 
            if err = dataStorage.CommitChanges(); err != nil { 
               return 
            } 
 
         } 
 
         if blocksComplete[0].Block.Height != newChainData.Height { 
            return errors.New("First block hash is not matching") 
         } 
 
         if !bytes.Equal(firstBlockComplete.Block.PrevHash, newChainData.Hash) { 
            return fmt.Errorf("First block hash is not matching chain hash %d %s %s ", firstBlockComplete.Block.Height, 
base64.StdEncoding.EncodeToString(firstBlockComplete.Bloom.Hash), 
base64.StdEncoding.EncodeToString(newChainData.Hash)) 
         } 
 
         if !bytes.Equal(firstBlockComplete.Block.PrevKernelHash, newChainData.KernelHash) { 
            return errors.New("First block kernel hash is not matching chain prev kerneh lash") 
         } 
 



         err = func() (err error) { 
 
            for _, blkComplete := range blocksComplete { 
 
               //check block height 
               if blkComplete.Block.Height != newChainData.Height { 
                  return errors.New("Block Height is not right!") 
               } 
 
               //check existance of a tx with payloads 
               var foundStakingRewardTx *transaction.Transaction 
               for index, tx := range blkComplete.Txs { 
                  if tx.Version == transaction_type.TX_ZETHER { 
                     txBase := tx.TransactionBaseInterface.(*transaction_zether.TransactionZether) 
                     if len(txBase.Payloads) == 2 && txBase.Payloads[0].PayloadScript == 
transaction_zether_payload_script.SCRIPT_STAKING && txBase.Payloads[1].PayloadScript == 
transaction_zether_payload_script.SCRIPT_STAKING_REWARD { 
                        if foundStakingRewardTx != nil { 
                           return errors.New("Multiple txs with staking & reward payloads") 
                        } 
                        foundStakingRewardTx = tx 
                        if index != len(blkComplete.Txs)-1 { 
                           return errors.New("Staking reward tx should be the last one") 
                        } 
                        continue 
                     } 
                     for _, payload := range txBase.Payloads { 
                        if payload.PayloadScript == transaction_zether_payload_script.SCRIPT_STAKING || 
payload.PayloadScript == transaction_zether_payload_script.SCRIPT_STAKING_REWARD { 
                           return errors.New("Block contains other staking/reward payloads") 
                        } 
                     } 
                  } 
               } 
 
               // not staking and reward tx 
               if foundStakingRewardTx == nil { 
                  return errors.New("Block is missing Staking and Reward Transaction") 
               } 
 
               //check blkComplete balance 
               foundStakingRewardTxBase := 
foundStakingRewardTx.TransactionBaseInterface.(*transaction_zether.TransactionZether) 
               if foundStakingRewardTxBase.Payloads[0].BurnValue < 
config_stake.GetRequiredStake(blkComplete.Block.Height) { 
                  return errors.New("Staked amount is not enough!") 
               } 
 
               //verify staking amount 
               if foundStakingRewardTxBase.Payloads[0].BurnValue != blkComplete.StakingAmount { 
                  return errors.New("Staked amount is different that the burn value") 
               } 



 
               if !bytes.Equal(foundStakingRewardTxBase.Payloads[0].Proof.Nonce(), blkComplete.StakingNonce) { 
                  return errors.New("Staked Proof Nonce is not matching with the one specified in the block") 
               } 
 
               //verify forger reward 
               var reward, finalForgerReward uint64 
               if reward, finalForgerReward, err = blockchain_types.ComputeBlockReward(blkComplete.Height, 
blkComplete.Txs); err != nil { 
                  return 
               } 
 
               if 
foundStakingRewardTxBase.Payloads[1].Extra.(*transaction_zether_payload_extra.TransactionZetherPayloadExtra
StakingReward).Reward > finalForgerReward { 
                  return fmt.Errorf("Payload Reward %d is bigger than it should be %d", 
foundStakingRewardTxBase.Payloads[1].Extra.(*transaction_zether_payload_extra.TransactionZetherPayloadExtra
StakingReward).Reward, finalForgerReward) 
               } 
 
               //increase supply 
               var ast *asset.Asset 
               if ast, err = dataStorage.Asts.GetAsset(config_coins.NATIVE_ASSET_FULL); err != nil { 
                  return 
               } 
 
               if err = ast.AddNativeSupply(true, reward); err != nil { 
                  return 
               } 
               if err = dataStorage.Asts.Update(string(config_coins.NATIVE_ASSET_FULL), ast); err != nil { 
                  return 
               } 
 
               newChainData.Supply = ast.Supply 
 
               if difficulty.CheckKernelHashBig(blkComplete.Block.Bloom.KernelHashStaked, newChainData.Target) != 
true { 
                  return errors.New("KernelHash Difficulty is not met") 
               } 
 
               if !bytes.Equal(blkComplete.Block.PrevHash, newChainData.Hash) { 
                  return errors.New("PrevHash doesn't match Genesis prevHash") 
               } 
 
               if !bytes.Equal(blkComplete.Block.PrevKernelHash, newChainData.KernelHash) { 
                  return errors.New("PrevHash doesn't match Genesis prevKernelHash") 
               } 
 
               if blkComplete.Block.Timestamp < newChainData.Timestamp { 
                  return errors.New("Timestamp has to be greater than the last timestmap") 
               } 
 



               if blkComplete.Block.Timestamp > 
uint64(time.Now().UTC().Unix())+config.NETWORK_TIMESTAMP_DRIFT_MAX { 
                  return errors.New("Timestamp is too much into the future") 
               } 
 
               if err = blkComplete.IncludeBlockComplete(dataStorage); err != nil { 
                  return fmt.Errorf("Error including block %d into Blockchain: %s", blkComplete.Height, err.Error()) 
               } 
 
               if err = dataStorage.ProcessPendingStakes(blkComplete.Height); err != nil { 
                  return errors.New("Error Processing Pending Stakes: " + err.Error()) 
               } 
 
               //to detect if the savedBlock was done correctly 
               savedBlock = false 
 
               if allTransactionsChanges, err = chain.saveBlockComplete(writer, blkComplete, 
newChainData.TransactionsCount, removedTxHashes, allTransactionsChanges, dataStorage); err != nil { 
                  return errors.New("Error saving block complete: " + err.Error()) 
               } 
 
               if len(removedBlocksHeights) > 0 { 
                  removedBlocksHeights = removedBlocksHeights[1:] 
               } 
 
               newChainData.PrevHash = newChainData.Hash 
               newChainData.Hash = blkComplete.Block.Bloom.Hash 
               newChainData.PrevKernelHash = newChainData.KernelHash 
               newChainData.KernelHash = blkComplete.Block.Bloom.KernelHash 
               newChainData.Timestamp = blkComplete.Block.Timestamp 
 
               difficultyBigInt := difficulty.ConvertTargetToDifficulty(newChainData.Target) 
               newChainData.BigTotalDifficulty = new(big.Int).Add(newChainData.BigTotalDifficulty, difficultyBigInt) 
 
               if newChainData.Target, err = newChainData.computeNextTargetBig(writer); err != nil { 
                  return 
               } 
 
               newChainData.Height += 1 
               newChainData.TransactionsCount += uint64(len(blkComplete.Txs)) 
               insertedBlocks = append(insertedBlocks, blkComplete) 
 
               newChainData.saveTotalDifficultyExtra(writer) 
 
               newChainData.saveBlockchainHeight(writer) 
               if err = newChainData.saveBlockchainInfo(writer); err != nil { 
                  return 
               } 
 
               savedBlock = true 
            } 
 



            return 
         }() 
 
         //recover, but in case the chain was correctly saved and the mewChainDifficulty is higher than 
         //we should store it 
         if savedBlock && chainData.BigTotalDifficulty.Cmp(newChainData.BigTotalDifficulty) < 0 { 
 
            //let's recompute removedTxHashes 
            removedTxHashes = make(map[string][]byte) 
            for _, change := range allTransactionsChanges { 
               if !change.Inserted { 
                  removedTxHashes[change.TxHashStr] = change.TxHash 
               } 
            } 
            for _, change := range allTransactionsChanges { 
               if change.Inserted { 
                  insertedTxs[change.TxHashStr] = change.Tx 
                  delete(removedTxHashes, change.TxHashStr) 
               } 
            } 
 
            if calledByForging { 
               newChainData.ConsecutiveSelfForged += 1 
            } else { 
               newChainData.ConsecutiveSelfForged = 0 
            } 
 
            if err = newChainData.saveBlockchain(writer); err != nil { 
               panic("Error saving Blockchain " + err.Error()) 
            } 
 
            if len(removedBlocksHeights) > 0 { 
 
               //remove unused blocks 
               for _, removedBlock := range removedBlocksHeights { 
                  if err = chain.deleteUnusedBlocksComplete(writer, removedBlock, dataStorage); err != nil { 
                     panic(err) 
                  } 
               } 
 
               //removing unused transactions 
               if config.SEED_WALLET_NODES_INFO { 
                  removeUnusedTransactions(writer, newChainData.TransactionsCount, 
removedBlocksTransactionsCount) 
               } 
            } 
 
            //let's keep the order as well 
            var removedCount, insertedCount int 
            for _, change := range allTransactionsChanges { 
               if !change.Inserted && removedTxHashes[change.TxHashStr] != nil && insertedTxs[change.TxHashStr] == 
nil { 



                  removedCount += 1 
               } 
               if change.Inserted && insertedTxs[change.TxHashStr] != nil && removedTxHashes[change.TxHashStr] == nil 
{ 
                  insertedCount += 1 
               } 
            } 
            removedTxsList = make([][]byte, removedCount) 
            insertedTxsList = make([]*transaction.Transaction, insertedCount) 
            removedCount, insertedCount = 0, 0 
 
            for _, change := range allTransactionsChanges { 
               if !change.Inserted && removedTxHashes[change.TxHashStr] != nil && insertedTxs[change.TxHashStr] == 
nil { 
                  removedTxsList[removedCount] = writer.Get("tx:" + change.TxHashStr) //required because the garbage 
collector sometimes it deletes the underlying buffers 
                  writer.Delete("tx:" + change.TxHashStr) 
                  writer.Delete("txHash:" + change.TxHashStr) 
                  writer.Delete("txBlock:" + change.TxHashStr) 
                  removedCount += 1 
               } 
               if change.Inserted && insertedTxs[change.TxHashStr] != nil && removedTxHashes[change.TxHashStr] == nil 
{ 
                  insertedTxsList[insertedCount] = change.Tx 
                  insertedCount += 1 
               } 
            } 
 
            if config.SEED_WALLET_NODES_INFO { 
               removeTxsInfo(writer, removedTxHashes) 
            } 
 
            if err = chain.saveBlockchainHashmaps(dataStorage); err != nil { 
               panic(err) 
            } 
 
            newChainData.AssetsCount = dataStorage.Asts.Count 
            newChainData.AccountsCount = dataStorage.Regs.Count + dataStorage.PlainAccs.Count 
 
         } else if err == nil { //only rollback 
            err = errors.New("Rollback") 
         } 
 
         if dataStorage != nil { 
            dataStorage.SetTx(nil) 
         } 
 
         return 
      }) 
 
      return 
   }() 



 
   if err == nil && len(insertedBlocks) == 0 { 
      err = errors.New("No blocks were inserted") 
   } 
 
   if err == nil { 
      kernelHash = newChainData.KernelHash 
      chain.ChainData.Store(newChainData) 
      chain.mempool.ContinueProcessingCn <- mempool.CONTINUE_PROCESSING_NO_ERROR 
   } else { 
      chain.mempool.ContinueProcessingCn <- mempool.CONTINUE_PROCESSING_ERROR 
   } 
 
   update := &BlockchainUpdate{ 
      err:              err, 
      calledByForging:  calledByForging, 
      exceptSocketUUID: exceptSocketUUID, 
   } 
 
   if err == nil { 
      update.newChainData = newChainData 
      update.dataStorage = dataStorage 
      update.removedTxsList = removedTxsList 
      update.removedTxHashes = removedTxHashes 
      update.insertedTxs = insertedTxs 
      update.insertedTxsList = insertedTxsList 
      update.insertedBlocks = insertedBlocks 
      update.allTransactionsChanges = allTransactionsChanges 
   } 
 
   chain.updatesQueue.updatesCn <- update 
 
   return 
} 
 

func (thread *ForgingThread) stopForging() { 
   thread.workersDestroyedCn <- struct{}{} 
   for i := 0; i < len(thread.workers); i++ { 
      close(thread.workers[i].workCn) 
   } 
} 
 
func (thread *ForgingThread) startForging() { 
 
   thread.workers = make([]*ForgingWorkerThread, thread.threads) 
 
   forgingWorkerSolutionCn := make(chan *ForgingSolution) 
   for i := 0; i < len(thread.workers); i++ { 
      thread.workers[i] = createForgingWorkerThread(i, forgingWorkerSolutionCn, thread.addressBalanceDecryptor) 



      recovery.SafeGo(thread.workers[i].forge) 
   } 
   thread.workersCreatedCn <- thread.workers 
 
   recovery.SafeGo(func() { 
      for { 
 
         s := "" 
         for i := 0; i < thread.threads; i++ { 
            hashesPerSecond := atomic.SwapUint32(&thread.workers[i].hashes, 0) 
            s += strconv.FormatUint(uint64(hashesPerSecond), 10) + " " 
         } 
         gui.GUI.InfoUpdate("Hashes/s", s) 
 
         time.Sleep(time.Second) 
      } 
   }) 
 
   recovery.SafeGo(func() { 
      var err error 
      var newKernelHash []byte 
 
      for { 
         solution, ok := <-forgingWorkerSolutionCn 
         if !ok { 
            return 
         } 
 
         lastPrevKernelHash := thread.lastPrevKernelHash.Load() 
         if lastPrevKernelHash != nil && solution.blkComplete.Height > 1 && 
!bytes.Equal(solution.blkComplete.PrevKernelHash, lastPrevKernelHash) { 
            continue 
         } 
 
         if newKernelHash, err = thread.publishSolution(solution); err != nil { 
            gui.GUI.Error(fmt.Errorf("Error publishing solution: %d error: %s ", solution.blkComplete.Height, err)) 
         } else { 
            gui.GUI.Info(fmt.Errorf("Block was forged! %d ", solution.blkComplete.Height)) 
            thread.lastPrevKernelHash.Store(newKernelHash) 
         } 
 
      } 
   }) 
 
   recovery.SafeGo(func() { 
      for { 
         newWork, ok := <-thread.nextBlockCreatedCn 
         if !ok { 
            return 
         } 
 
         thread.lastPrevKernelHash.Store(newWork.BlkComplete.PrevKernelHash) 



 
         for i := 0; i < thread.threads; i++ { 
            thread.workers[i].workCn <- newWork 
         } 
 
         gui.GUI.InfoUpdate("Hash Block", strconv.FormatUint(newWork.BlkHeight, 10)) 
      } 
   }) 
 
} 
 
func (thread *ForgingThread) publishSolution(solution *ForgingSolution) ([]byte, error) { 
 
   newBlk := block_complete.CreateEmptyBlockComplete() 
   if err := newBlk.Deserialize(helpers.NewBufferReader(solution.blkComplete.SerializeToBytes())); err != nil { 
      return nil, err 
   } 
 
   newBlk.Block.StakingNonce = solution.stakingNonce 
   newBlk.Block.Timestamp = solution.timestamp 
   newBlk.Block.StakingAmount = solution.stakingAmount 
 
   txs, _ := thread.mempool.GetNextTransactionsToInclude(newBlk.Block.PrevHash) 
 
   txStakingReward, err := thread.createForgingTransactions(newBlk, solution.publicKey, 
solution.decryptedStakingBalance, txs) 
   if err != nil { 
      return nil, err 
   } 
 
   newBlk.Txs = append(txs, txStakingReward) 
 
   newBlk.Block.MerkleHash = newBlk.MerkleHash() 
 
   newBlk.Bloom = nil 
   if err = newBlk.BloomAll(); err != nil { 
      return nil, err 
   } 
 
   //send message to blockchain 
   result := make(chan *blockchain_types.BlockchainSolutionAnswer) 
   thread.solutionCn <- &blockchain_types.BlockchainSolution{ 
      newBlk, 
      result, 
   } 
 
   res := <-result 
   return res.ChainKernelHash, res.Err 
} 
 



type EncryptionCipher struct { 
   gcm cipher.AEAD 
   sync.Mutex 
} 
 
func CreateEncryptionCipher(password string, salt []byte, time uint32) (*EncryptionCipher, error) { 
 
   if len(salt) != 32 { 
      return nil, errors.New("Salt must be 32 byte") 
   } 
 
   key := argon2.IDKey([]byte(password), salt, time, 32*1024, 4, 32) 
 
   block, err := aes.NewCipher(key) 
   if err != nil { 
      return nil, err 
   } 
 
   gcm, err := cipher.NewGCM(block) 
   if err != nil { 
      return nil, err 
   } 
 
   nonce := make([]byte, gcm.NonceSize()) 
   if _, err = io.ReadFull(rand.Reader, nonce); err != nil { 
      return nil, err 
   } 
 
   return &EncryptionCipher{gcm, sync.Mutex{}}, nil 
 
} 
 
func (encryption *EncryptionCipher) Encrypt(data []byte) ([]byte, error) { 
 
   encryption.Lock() 
   defer encryption.Unlock() 
 
   nonce := make([]byte, encryption.gcm.NonceSize()) 
   if _, err := io.ReadFull(rand.Reader, nonce); err != nil { 
      return nil, err 
   } 
 
   return encryption.gcm.Seal(nonce, nonce, data, nil), nil 
} 
 
func (encryption *EncryptionCipher) Decrypt(data []byte) ([]byte, error) { 
 
   encryption.Lock() 
   defer encryption.Unlock() 
 
   nonceSize := encryption.gcm.NonceSize() 
   nonce, ciphertext := data[:nonceSize], data[nonceSize:] 
 
   out, err := encryption.gcm.Open(nil, nonce, ciphertext, nil) 



   if err != nil { 
      return nil, err 
   } 
   return out, nil 
} 
 

type WalletEncryption struct { 
   wallet           *Wallet 
   Encrypted        EncryptedVersion `json:"encrypted" msgpack:"encrypted"` 
   Salt             []byte           `json:"salt" msgpack:"salt"` 
   Difficulty       int              `json:"difficulty" msgpack:"difficulty"` 
   password         string 
   encryptionCipher *encryption.EncryptionCipher 
} 
 
func createEncryption(wallet *Wallet) *WalletEncryption { 
   return &WalletEncryption{ 
      wallet:    wallet, 
      Encrypted: ENCRYPTED_VERSION_PLAIN_TEXT, 
   } 
} 
 
func (self *WalletEncryption) Encrypt(newPassword string, difficulty int) (err error) { 
   self.wallet.Lock.Lock() 
   defer self.wallet.Lock.Unlock() 
 
   if !self.wallet.Loaded { 
      return errors.New("Wallet was not loaded!") 
   } 
 
   if self.Encrypted != ENCRYPTED_VERSION_PLAIN_TEXT { 
      return errors.New("Wallet is encrypted already! Remove the encryption first") 
   } 
 
   if difficulty <= 0 || difficulty > 10 { 
      return errors.New("Difficulty must be in the interval [1,10]") 
   } 
 
   self.Encrypted = ENCRYPTED_VERSION_ENCRYPTION_ARGON2 
   self.password = newPassword 
   self.Salt = helpers.RandomBytes(32) 
   self.Difficulty = difficulty 
 
   if err = self.createEncryptionCipher(); err != nil { 
      return 
   } 
 
   if err = self.wallet.saveWalletEntire(false); err != nil { 
      return 
   } 
 
   globals.MainEvents.BroadcastEvent("wallet/encrypted", true) 
   return 
} 



 
func (self *WalletEncryption) encryptData(input []byte) ([]byte, error) { 
   if self.Encrypted == ENCRYPTED_VERSION_ENCRYPTION_ARGON2 { 
      return self.encryptionCipher.Encrypt(input) 
   } 
   return input, nil 
} 
 
func (self *WalletEncryption) createEncryptionCipher() (err error) { 
   if self.encryptionCipher, err = encryption.CreateEncryptionCipher(self.password, self.Salt, uint32(self.Difficulty)*30); err != nil { 
      return 
   } 
   return 
} 
 
func (self *WalletEncryption) Decrypt(password string) (err error) { 
   return self.wallet.loadWallet(password, false) 
} 
 
func (self *WalletEncryption) decryptData(input []byte) ([]byte, error) { 
   if self.Encrypted == ENCRYPTED_VERSION_ENCRYPTION_ARGON2 { 
      return self.encryptionCipher.Decrypt(input) 
   } 
   return input, nil 
} 
 
func (self *WalletEncryption) CheckPassword(password string, requirePassword bool) error { 
   self.wallet.Lock.RLock() 
   defer self.wallet.Lock.RUnlock() 
 
   if !self.wallet.Loaded { 
      return errors.New("Wallet was not loaded!") 
   } 
 
   if requirePassword { 
      if self.Encrypted == ENCRYPTED_VERSION_PLAIN_TEXT { 
         return errors.New("Wallet is not encrypted!") 
      } 
      if self.password == "" { 
         return errors.New("Wallet password was not set!") 
      } 
   } 
 
   if self.password != password { 
      return errors.New("Password is not matching") 
   } 
 
   return nil 
} 
 
func (self *WalletEncryption) RemoveEncryption() (err error) { 
   self.wallet.Lock.Lock() 
   defer self.wallet.Lock.Unlock() 
 
   if !self.wallet.Loaded { 
      return errors.New("Wallet was not loaded!") 
   } 
   if self.Encrypted == ENCRYPTED_VERSION_PLAIN_TEXT { 



      return errors.New("Wallet is not encrypted!") 
   } 
 
   self.Encrypted = ENCRYPTED_VERSION_PLAIN_TEXT 
   self.password = "" 
   self.Difficulty = 0 
 
   if err = self.wallet.saveWalletEntire(false); err != nil { 
      return 
   } 
 
   globals.MainEvents.BroadcastEvent("wallet/removed-encryption", true) 
   return 
} 
 
func (self *WalletEncryption) Logout() (err error) { 
   self.wallet.Lock.Lock() 
   if !self.wallet.Loaded { 
      self.wallet.Lock.Unlock() 
      return 
   } 
   if self.Encrypted == ENCRYPTED_VERSION_PLAIN_TEXT { 
      self.wallet.Lock.Unlock() 
      return errors.New("Wallet is not encrypted!") 
   } 
   self.wallet.clearWallet() 
   self.wallet.Lock.Unlock() 
 
   if err = self.wallet.loadWallet("", true); err != nil { 
      return nil 
   } 
 
   globals.MainEvents.BroadcastEvent("wallet/logged-out", true) 
   return 
} 
 

//process the worker for transactions to prepare the transactions to the forger 
func (worker *mempoolWorker) processing( 
   newWorkCn <-chan *mempoolWork, 
   suspendProcessingCn <-chan struct{}, 
   continueProcessingCn <-chan ContinueProcessingType, 
   addTransactionCn <-chan *MempoolWorkerAddTx, 
   insertTransactionsCn <-chan *MempoolWorkerInsertTxs, 
   removeTransactionsCn <-chan *MempoolWorkerRemoveTxs, 
   txs *MempoolTxs, 
) { 
 
   var work *mempoolWork 
   var dataStorage *data_storage.DataStorage 
 
   txsList := []*mempoolTx{} 
   txsMap := make(map[string]*mempoolTx) 
   listIndex := 0 
 



   includedTotalSize := uint64(0) 
   includedTxs := []*mempoolTx{} 
 
   resetNow := func(newWork *mempoolWork) { 
 
      if newWork.chainHash != nil { 
         dataStorage = nil 
         work = newWork 
         includedTotalSize = uint64(0) 
         includedTxs = []*mempoolTx{} 
         listIndex = 0 
         if len(txsList) > 1 { 
            sortTxs(txsList) 
         } 
      } 
   } 
 
   removeTxNow := func(tx *mempoolTx, txWasInserted bool, includedInBlockchainNotification bool) { 
 
      delete(txsMap, tx.Tx.Bloom.HashStr) 
 
      if txWasInserted { 
         txs.deleteTx(tx.Tx.Bloom.HashStr) 
         txs.deleted(tx, txWasInserted, includedInBlockchainNotification) 
 
      } 
   } 
 
   removeTxs := func(data *MempoolWorkerRemoveTxs) { 
 
      removedTxsMap := make(map[string]bool) 
      for _, hash := range data.Txs { 
         if hash != "" { 
            if tx := txsMap[hash]; tx != nil { 
               removedTxsMap[hash] = true 
               removeTxNow(tx, true, true) 
            } 
         } 
      } 
      if len(removedTxsMap) > 0 { 
 
         newLength := 0 
         for _, tx := range txsList { 
            if !removedTxsMap[tx.Tx.Bloom.HashStr] { 
               newLength += 1 
            } 
         } 
 
         newList := make([]*mempoolTx, newLength) 
         c := 0 
         index := 0 
         for _, tx := range txsList { 
            if !removedTxsMap[tx.Tx.Bloom.HashStr] { 
               newList[c] = tx 
               c += 1 
            } else if index < listIndex && listIndex > 0 { 
               listIndex-- 
               index-- 



            } 
            index++ 
         } 
         txsList = newList 
      } 
 
      data.Result <- len(removedTxsMap) > 0 
   } 
 
   insertTxs := func(data *MempoolWorkerInsertTxs) { 
      result := false 
      for _, tx := range data.Txs { 
         if tx != nil && txsMap[tx.Tx.Bloom.HashStr] == nil { 
            txsMap[tx.Tx.Bloom.HashStr] = tx 
            txs.insertTx(tx) 
            txs.inserted(tx) 
            txsList = append(txsList, tx) 
            result = true 
         } 
      } 
      data.Result <- result 
   } 
 
   suspended := false 
   for { 
 
      select { 
      case <-suspendProcessingCn: 
         suspended = true 
         continue 
      case newWork := <-newWorkCn: 
         resetNow(newWork) 
      case data := <-removeTransactionsCn: 
         removeTxs(data) 
      case data := <-insertTransactionsCn: 
         insertTxs(data) 
      case continueProcessingType := <-continueProcessingCn: 
 
         suspended = false 
 
         switch continueProcessingType { 
         case CONTINUE_PROCESSING_ERROR: 
         case CONTINUE_PROCESSING_NO_ERROR: 
            work = nil //it needs a new work 
         case CONTINUE_PROCESSING_NO_ERROR_RESET: 
            dataStorage = nil 
            listIndex = 0 
         } 
 
      } 
 
      if work == nil || suspended { //if no work was sent, just loop again 
         continue 
      } 
 
      //let's check hf the work has been changed 
      store.StoreBlockchain.DB.View(func(dbTx store_db_interface.StoreDBTransactionInterface) (err error) { 
 



         if dataStorage != nil { 
            dataStorage.SetTx(dbTx) 
         } 
 
         var tx *mempoolTx 
         var newAddTx *MempoolWorkerAddTx 
 
         for { 
 
            if dataStorage == nil { 
               dataStorage = data_storage.NewDataStorage(dbTx) 
            } 
 
            tx = nil 
            newAddTx = nil 
 
            if listIndex == len(txsList) { 
               select { 
               case newWork := <-newWorkCn: 
                  resetNow(newWork) 
               case <-suspendProcessingCn: 
                  suspended = true 
                  return 
               case data := <-removeTransactionsCn: 
                  removeTxs(data) 
               case data := <-insertTransactionsCn: 
                  insertTxs(data) 
               case newAddTx = <-addTransactionCn: 
                  tx = newAddTx.Tx 
                  if txsMap[tx.Tx.Bloom.HashStr] != nil { 
                     if newAddTx.Result != nil { 
                        newAddTx.Result <- errors.New("Already found") 
                     } 
                     continue 
                  } 
               } 
            } else { 
               select { 
               case newWork := <-newWorkCn: 
                  resetNow(newWork) 
               case <-suspendProcessingCn: 
                  suspended = true 
                  return 
               case data := <-removeTransactionsCn: 
                  removeTxs(data) 
               case data := <-insertTransactionsCn: 
                  insertTxs(data) 
               default: 
                  tx = txsList[listIndex] 
                  listIndex += 1 
               } 
 
            } 
 
            if tx == nil { 
               continue 
            } 
 



            var finalErr error 
            var exists bool 
 
            if exists = dbTx.Exists("txHash:" + string(tx.Tx.Bloom.HashStr)); exists { 
               finalErr = errors.New("Tx is already included in blockchain") 
            } 
 
            if finalErr == nil { 
               //was rejected by mempool nonce map 
               finalErr = func() (err error) { 
 
                  defer func() { 
                     if errReturned := recover(); errReturned != nil { 
                        err = errReturned.(error) 
                     } 
                  }() 
 
                  if err = tx.Tx.IncludeTransaction(work.chainHeight, dataStorage); err != nil { 
                     dataStorage.Rollback() 
                  } else { 
 
                     if includedTotalSize+tx.Tx.Bloom.Size < config.BLOCK_MAX_SIZE { 
 
                        includedTotalSize += tx.Tx.Bloom.Size 
                        includedTxs = append(includedTxs, tx) 
 
                        atomic.StoreUint64(&work.result.totalSize, includedTotalSize) 
                        work.result.txs.Store(includedTxs) 
 
                        if err = dataStorage.CommitChanges(); err != nil { 
                           return 
                        } 
 
                     } else { 
                        dataStorage.Rollback() 
                     } 
 
                     if newAddTx != nil { 
                        listIndex += 1 
                        txsList = append(txsList, newAddTx.Tx) 
                        txsMap[tx.Tx.Bloom.HashStr] = newAddTx.Tx 
                        txs.insertTx(tx) 
                        txs.inserted(tx) 
                     } 
 
                  } 
 
                  return 
               }() 
 
               if finalErr != nil { 
                  if newAddTx == nil { 
                     //removing 
                     //this is done because it was inserted before 
                     txsList = slices.Delete(txsList, listIndex-1, listIndex) 
                     listIndex-- 
                  } 
                  removeTxNow(tx, newAddTx == nil, exists) 



               } 
 
               if newAddTx != nil && newAddTx.Result != nil { 
                  newAddTx.Result <- finalErr 
               } 
 
            } 
         } 
 
      }) 
 
   } 
} 
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